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Abstract: The data era has emerged with the quiet landing of the cloud computing and mobile
Internet era, and gradually moved from "why to use big data technology" to "how to use the current
big data core technology to comprehensively strengthen future network security strategies and
tactics”. Sensitive information retrieval is a hotspot in secure multi-party computing research, and
the existing sensitive information retrieval methods cannot effectively protect the user's query
information. Semantic retrieval based on ontology is one of the effective ways to improve the
retrieval accuracy of information systems. Concept cloud is the application of cloud model in the
information field, which is the arrangement and aggregation of concepts in the ontology in the page
according to a certain algorithm. When designing some information systems, there are often users
who require that the data in the database can be queried in any combination, which is convenient
and easy to use and does not require high database expertise. The development of modern
information technologies such as communication technology, computer technology, network
technology, and audio-visual technology has been integrated with each other, broadening the scope
of information transmission and application. For an information system, how to meet the
information needs of users is a very important goal.

1. Introduction

In recent years, with the rapid development of the Internet, the information on it has become
more and more abundant, and people's requirements for resources are also increasing. Resource
discovery on the Internet is a promising research direction. Users can discover systems from
different resources. to obtain the required information [1]. With the emergence of a large number of
sensitive information and the multi-party collaborative computing... Cloud computing provides a
platform for big data processing, storage and computing, and improves the processing speed of big
data. To protect data privacy, sensitive information needs to be encrypted before uploading to cloud
servers [2]. However, if the user wants to retrieve information from the server, it needs to be
decrypted before retrieval, which will lead to the leakage of the plaintext information to the
untrusted cloud server, which will damage the security of the information. The sensitive
information retrieval problem has broad application prospects in the field of secure multi-party
computing, and plays a very important role in many practical applications [3]. The cloud platform
will modify, delete or destroy data to a large extent. People pay more and more attention to the
security of sensitive information in the network. It is necessary to study the secure retrieval of
sensitive information in wireless local area networks. Provide a basis for ensuring the security of
information in the wireless local area network. The key to secure information retrieval in encrypted
domain is to keep the distance between information features before and after encryption unchanged.
Third parties can be brought in [4]. Since both the querying parties perform hash transformation on
the input before submitting the data, the third party at a loss cannot obtain any information secretly
input by the querying parties, and thus does not know the final result. At the same time, only one
database copy is generated during the query process, which effectively protects the security of
sensitive information.
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2. Information Security Retrieval
2.1. Basic Definition of Information Security Retrieval

WWW (WORLD WIDE WEB) has been developing at an alarming rate since its inception, the
amount of information is increasing, more and more people visit it, and people use it as a tool for
study, work, entertainment, etc. [5] . Under the traditional keyword-based information retrieval
method, due to the lack of unified semantic description of information resources, it is difficult for
users to find resources related to their needs. The main reason is that the semantic sharing of
information resources cannot be achieved [6]. The fundamental solution to this problem is to
improve information retrieval from the search based on keywords to the level based on semantics.
WWWNMate intelligent retrieval system consists of four parts, Ul AGENT, BROKER, SPIDER
AGE NT and LEARNER. The overall structure of each part and the relationship between them are
shown in Figure 1 below.
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Figure 1 The structure of WWW intelligent retrieval system

Semantic retrieval based on ontology is one of the effective ways to improve the retrieval
accuracy of information systems. Concept cloud is the application of cloud model in the
information field, which is the arrangement and aggregation of concepts in the ontology in the page
according to a certain algorithm. Because the development of Internet information often cannot
keep up with the growth of Internet information, search engines can find documents related to
keywords for people, but the returned results are often too many documents and low hit rate [7].
When people conduct information retrieval, they always expect to find all documents related to the
topic of interest, that is, they hope to obtain a higher retrieval rate, and they do not want to include
documents that are not related to the topic, that is, they expect to obtain higher retrieval accuracy. .
It is very difficult to achieve both at the same time. The World Wide Web provides users with an
open information sharing resource platform. Compared with the traditional closed information
system, people can publish and share information resources globally at the fastest speed [8]. High-
performance information retrieval based on Web mining is proposed to address this problem. The
goal of the research is to fully collect the personalized information of Lichuan Chuanhu, collect
Web information through flexible means such as Ganghu interest guidance or rich query modes,
and fully Lichuan network information, so as to improve the accuracy of Qibo, improve the
retrieval quality, and meet the , } The specific query requirements of J households. With the rapid
growth of the amount of information, it has also caused many problems such as "information loss"
and "information overload". People find that it is not easy to find valuable information in this ever-
changing and mixed information ocean. [9]. Because the premise of high-performance personalized
information retrieval is to mine the access characteristics of users and classify users, the user's
access behavior is stored in the web log, and the web log data needs to be preprocessed to be able to
mine the interests of the state households. .

2.2. Principles of Information Security Retrieval

Computer information retrieval refers to the use of computers to store and retrieve information.
Specifically, it means that people retrieve the required information from the database of the
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computer retrieval system using specific retrieval instructions, retrieval words and retrieval
strategies on the computer or the terminal of the computer retrieval network, and then display or
display the required information by the terminal device. The process of printing [10]. The data in
the database should be described completely and reliably. Now, the data dictionary method is
generally adopted, which is also called metadata. The so-called metadata refers to the data used to
describe and describe other data. Information retrieval mainly studies the representation, storage,
organization and access of information. That is, according to the user's query requirements, the
relevant information materials are retrieved from the information database. Now, the Internet has
been well utilized as a high-tech information release tool. Robust operating systems and literature
databases provide users with great convenience [11]. The collection, arrangement, accumulation,
filing and updating of data information make the literature database have extremely high scientific
value. The format of metadata is generally a data description method determined by authoritative
organizations after users study the nature of data and follow data specifications. Through these
descriptions, users can perform some basic retrievals on the data. Information retrieval has
developed from manual keyword indexing to computer automatic indexing of full-text information
retrieval, automatic information summarization, and automatic information classification, and is
developing in the direction of natural language processing [12]. In the field of information retrieval,
English information retrieval develops rapidly. In order to realize computer information retrieval, a
large amount of original information must be processed and stored in the computer in the form of a
database in advance, so computer information retrieval in a broad sense includes two aspects of
information storage and retrieval. There are tens of thousands of technical documents on the site of
automation professional technical documents, and the work of the frequently updated database
includes the content of adding thousands of documents each time [13]. Therefore, the user's
efficient query of the database becomes an important issue. Since data is often dynamic and will
change at any time, if there is no such mechanism, users may not be able to retrieve the data in the
database through the data dictionary. The solution is to use a dynamic data dictionary, which can
change with the user's needs.

3. Safe retrieval of sensitive information on mobile internet under multi-stage attack
3.1. Main functions of big data retrieval and security analysis

Network security is the core of ensuring the healthy operation of the national information society.
Information security service and technology providers are required to be good at using advanced IT
technology to predict, identify, and resolve network security risks. Identify the main factors and
information security issues that may affect business development in the future from complex data,
so as to further provide technical support for the security supervision of information security level
protection. The development of information technology has greatly improved the dissemination
speed and transmission efficiency of information and data. Although it has promoted the prosperity
and development of the network world, it has also given some criminals an opportunity. The
development and application of big data technology has had a profound impact on the governance
model of the country, the decision-making structure of the enterprise, the business strategy of the
business and the way of life of the individual. However, the accumulation of large amounts of data
not only increases the risk of user privacy leakage, but also attracts more potential attackers due to
the huge information and potential value contained in big data. The construction of a complete
power information system can better provide favorable conditions for residential electricity
consumption and enterprise services, and it is also helpful to further promote the informatization
development of the power industry. Be sure to increase its protective measures to eliminate the
security problems that arise. In the big data environment, security managers need to understand the
related technologies of cloud computing and big data and the entire life cycle of retrieving and
analyzing data, as well as the business processes, data processes and information systems of the
security management organization or enterprise. The development of network information
technology is a double-edged sword. Although users' use of new information technology has greatly
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improved the speed of information dissemination and exchange, it has also increased the pressure of
network security analysis work. At present, there are many users of the power information network
security analysis platform. Therefore, a sound information security organization should be used as a
guarantee to effectively control various aspects such as login access and transaction exit, so as to
avoid security problems during use. Big data platform security mainly addresses identity
authentication, data isolation, data encryption storage, big data platform boundary protection and
auditing between big data components. The main key technologies are identity authentication,
access control, data encryption and auditing. At present, there is still a lack of a complete big data
security standard system in the world, and there is a lack of standard norms and guidance in privacy
protection, data sharing, and data cross-border transmission.

3.2. Big Data Retrieval and Analysis Platform Architecture

Driven by the rapid development of information and network technology, people's perception,
calculation, simulation, simulation, dissemination and other activities generate a large amount of
data, which stimulates the vigorous development of cloud computing technology. With the help of
cloud computing technology, people can successfully realize the retrieval and expansion of big data
network information, and enhance the effect of Internet application. Online commerce, social
networking, automated sensing systems, the use of mobile devices, and the use of scientific
instruments generate vast amounts of data. Among them, the application of social networks (audio,
video and pictures, etc.) and e-commerce make the data grow extremely rapidly. The correct
processing of big data information by cloud computing and obtaining favorable demand information
will have a huge impact on today's society. For this reason, the collection and retrieval of massive
data by cloud computing has become a problem that people are working on. Pipe every field
application department needs to be tailored, especially in the user domain and data collection, but
the core technologies of personalization are similar, as shown in Figure 2.
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Figure 2 The workflow of the domain-oriented high-performance retrieval system

Big data is generated with the supercomputing power of cloud computing. The development of a
large-scale distributed network application architecture model for big data and an efficient
development and deployment method for application software is one of the main challenges facing
the current big data management and application. Information retrieval service is an important
function of the Internet information system. Due to the huge amount of information carried by the
Internet, the operation of the information retrieval function is faced with a huge workload of data
processing. Cloud computing technology, as an emerging big data technology , which can
effectively support the operation of network information retrieval and expansion functions in the
big data environment, and enhance the performance of the information retrieval system. Cloud
computing is the development of distributed computing, parallel computing, and grid computing,
and cloud is a resource pool containing a large number of available virtual resources. With the
advent of the DT era, cloud computing technology has developed rapidly as a new technology trend,
fundamentally changing the current way of people's work. Big data refers to: a large amount of
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structured and semi-structured data. It has four characteristics. First, the volume is large, the second
is the diversification of data types, the third is the low value density, and the fourth is the ability to
process quickly. These four characteristics of big data indicate that they are stored, collected and
retrieved differently from traditional ways. At present, the results of specializing in large-scale
distributed application architecture for big data and efficient development and deployment methods
for big data-oriented application software are rare. Research basis for large-scale distributed
application architecture for big data.

4. Conclusions

In recent years, cloud computing has achieved rapid development due to its good elasticity,
strong scalability, economical and practical characteristics, etc. In the field of big data research,
there have also been some technical systems that apply cloud computing to big data. However, the
serious lack of theoretical models limits the popularization and application of these technical
systems. The big data network information retrieval technology based on cloud computing still
needs to be improved and optimized. With the advent of the big data era, artificial intelligence
technology can also be applied to network information retrieval, so that the retrieval task can be
completed more intelligently. The massive, diverse and high-speed characteristics of big data have
brought severe challenges to traditional technologies in data organization and management, data
retrieval and query, data application processing, and application software development for small
sample data processing. In the future development of information retrieval technology, it is
necessary to continue in-depth research, optimization and innovation to obtain more intelligent and
diversified retrieval results. The research of big data retrieval technology still has a long way to go.
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